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A Glimpse on Cyber Physical Systems



Rapidly Changing World

* World’s population is growing: 7 billion and counting

* Resource consumption is increasing dramatically: Annual per capita
energy consumption at about 20 MWh/year

* At the same time, advances in the communication and computation
infrastructures are happening at a fast rate

* Need to leverage advances in science and technology to help
us influence the world for better sustainability and growth

http://bit.ly/LNCPS-2014 https://grist.org/population/2011-05-03-world-
population-projected-to-hit-7-billion-on-oct-31-says-un/ 4

ztrela.com/images/nnc.png
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Cybernetics: Science for Military Purposes

* During WWII, Norbert Wiener pioneered technology for the “automatic aiming
and firing of anti-aircraft guns”

* The term “Cybernetics” was coined by Wiener who had significant impact on
control theory

"cybernetics" = kybernetes (greek)= Pilot N Amazon.com

* Although he had no computers, the principles involved are similar to those
used today in a huge variety of computer-based feedback control systems

* Considered as the beginnings for Cyber Physical Systems
Lee and Seshia, Introduction to Embedded Systems - A Cyber-Physical Systems Approach, LeeSeshia.org, 2011
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Cyber Physical Systems

* Introduced in 2006 by Helen Gill at the National Science Foundation

* CPS is about the integration of physical N cyber for enhanced control
and operation

* Cyber components = computation and communication

nnnnnn

* Physical components = sensing and actuation

* It’s all about understanding the joint dynamics of computers, software,
networks, and physical processes

Lee and Seshia, Introduction to Embedded Systems - A Cyber-Physical Systems Approach, LeeSeshia.org, 2011
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CPS applications @AUB

» CPS affects various aspects in people's way of life and enables a wider range of
services and applicat

* Cyber-physical syste
o Industrial automatio
o Vehicular systems (e
o Transportation syste
o Medical systems (e.g

o Power systems (e.g.: d and supply)

o Smart cities, building ess)

“Entire planet as a single, massive Cyber-Physical System”

Cybersecurity Research Group 9



Cyber Physical Systems (CPSs)

* Heterogeneous and require novel methods and tools to function
* Operate in a dynamic environment

* Adaptation and self-learning are necessary features to ensure
reliable and fault tolerant operation

* Control critical infrastructures
* Therefore, they entail incredibly high security requirements

http://www.cerbero-h2020.eu/cpsweek2018-tutorial/
10
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Risks of Complex Cyber Physical Systems

* CPSs are subject to serious risks

* The use of complex cyber-physical systems in today’s airplanes
has redefined “the aerospace cybersecurity paradigm”

* There is a need to

* Mitigate or prevent cyber attacks on communication and navigation
systems

* Enhance passengers’ safet

https://www.semanticscholar.org/paper/A-Systems-Engineering-Approach-To-Appraise-Risks-Of-Bogoda-Mo/1le54a67al176alcbcf62b6ff35f8699d817f58307
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Security Costs

IT Security
spending
$101 billion
5 Cost of data in 2018
breach IT Security
hitting $2.1 will hit $170
trillion billion by
globally by 2020

& Cost Of

Security

Avg-Time
Cost around (Breach &
$575 billion Detection)
205 days
90 million
cyber
attacks
annually
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Too much to Gain, Too much at stake!

https://whatismyipaddress.com/wireless-hacking

Cyber Security Research Group
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Let’s connect the dots...

https://www.tap.io/app/2176

Cyber Security Research Group
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Introduction @AUB

American University of Beirut

AR

* Cyber-Physical Systems include:
o Real-time, embedded and/or transactional services systems
o Possible communication between system components

* Cyber and physical processes collaborate with each other to often form a
distributed system

o Increases the overall complexity of the resulting architecture over traditional real-time,
embedded or services systems

* Cyber-physical systems include physical or virtual environments where people
live, work and play that are instrumented and controlled by some form of

computer system

Cybersecurity Research Group 16



Cyber-physical systems vs Internet of Things

Sensors

>

Wireless
Sensor

Ammrsﬁ

Controllers

Embedded Systems

60

Sensors: gather information
Actuators: initiate a physical action

Controllers: monitor and adjust operating
conditions of dynamical systems

Embedded Systems: small computers with
dedicated functions

Cyber-physical system: computation,
communications and physical processes depend
on each other

Internet of Things: computing paradigm where
objects are intelligent and networked

[1], Loukas, G., 2015. Cyber-physical attacks: A growing invisible threat. Butterworth-Heinemann.
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CPS-Background: CPS and the 4t Industrial Revolution

“industry 4.0 is the trend towards automation and data exchange in manufacturing technologies
and processes” https://en.wikipedia.org/wiki/Industry 4.0

CPS enables smart
CPS supposed to play a key applications and services to
role in Industry v4.0. operate accurately and in
real-time.

CPS and Industry v4.0 offer a
significant economic
potential: the German gross
value will be boosted by a
cumulative of 267 billion
euros by 2025

Cyber and physical systems
are integrated: monitor,
collect and exchange data
and sensitive information in
a real-time manner.
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CPS Central Components

* Analyzing
* Decision Making

Sensors Sensors: record real-world data and make them
E '. _ Y Agireiatolr available to other network nodes.
S ﬁ, Programmable Logic
ensin 0
: Controller - Aggregators: receive and process the sensed data
Control Signal before issuing the corresponding decisions.

‘_‘4& Actuators: make the decisions made visible to the

Aetiiators surrounding environment.

. . . - Programmable Logic Controllers: classified as industrial
CPS can sense the surrounding environment, with the ability to — :
digital computers that control the manufacturing processes

adapt and control the physical world. including robotic devices or fault diagnosis processes.

ThIS |S malnly attrlbuted to thelr ﬂeX'blIlty and Capablllty to Distributed Control Sstems: are Computerized control
change the operation of system(s) process(es) through the use systems that allow autonomous controllers to be distributed

of real-time computing. througlhout the system with a central operator supervisory
control.

Cyber Security Research Group



CPS Layers
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Layers: |  Objective:
__________________________________________ J

' Perception Layer: | Data and |

A Information
i i Collection |
& B G5 |
- > |
& & W2 |
Sensors |
' Transmission Layer: | Data and |
Information |

A . itim

bORTEHG 27
¢ ZigBee |
Cloud Internet Access Point Wi-Fi Routers Switches Zighee |
Data and |
Information |
Analysis & |
Decision Making |
Smart Waste Managent SmartCars  Smart Transportation anTrafﬁc Control  Smart Infrastructure Sma Street Ughtmg Smart Water/P |
|

Managements |
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CPS Layers and Associated Attack Vectors

Smart Waste Management Smart Cars

Smart Transportation

art Traffic [:nmrol

Smart Infrastructure  Smart Street Lighting Smart Water/Power
Managements

I
* Worms I L.

| * Authentication

I

!- Buffer Overflow

e e e e e e e e e e B e B e e e e e B el e e T o e e e e i e e e e R e e
| .
Layers: | Objective: Threat/Attack: ]— Target: Security Measure:
__________________________________________ J
: Perception Layer: , Data and I Eavesdropping : * Confidentiality * Trust Management
oA e~ G . ? - R@ B8 — Information | * Port Scan | Privacy * Source Authentication
T o = &_" \. — / Collection | » Passive Replay | » Authentication » Secure Data/Systems
- P —=a
- S -{ :_;( n_f“\_o P . \ / I I * Data Protection
- & & § - | I
Sensors Aggregator Actuators RFID Tags GPS I I
Data and | Man-in-the-Middle | * Confidentiality * Strong Password Policy
Information | * Meet-in-the-Middle | | . . * Strong Authentication
3 . grity
"'-;—'-'-“ Transmission | * DoS/ D-DoS | o » Lightweight Dynamic
ZigBec | Repudiation * Availability Symmetric Encryption
Routers Switches Zighee | * Replay - | * Authentication * Secure Tunnelling
Data and |+ Malicious Code Injection | + privacy « IDS/IPS
s :‘:‘;Irv";;t';‘" |- Botnets - malware I » Security * Firewalls
- . ~| Decision Making I Trojans » Safety * Strong Authentication
oD o - » Strong Authorisation

* Trust Management
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Cyber-physical attacks

@AUB

Amencan UmverSIty of Beirut

* Cyber-physical attacks can be characterized by their impact in cyberspace and the
corresponding impact in physical space.

[1], Loukas, G., 2015. Cyber-physical attacks: A growing invisible threat. Butterworth-Heinemann.

f

Impact on

Cyber Space

Breach of

confidentiality

Breach of data

or system
integnty

Breach of

availability

Impact on
Physical Space

Breach of

physical pnvacy

Unauthonzed
actuation

Incorrect
actuation

Delayed
actuation

Prevented
actuation

Cybersecurity Research Group
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Cyber-physical attacks @AUB

IS

* Breach of physical privacy
o Confidentiality of people’s real-time blood sugar level
o The number of occupants in a house
o Other private information collected from sensors

* Unauthorized actuation
o Unauthorized user initiates actuation by breaching the integrity of a computer system that
controls an actuator
* Incorrect actuation

o The adversary aims to affect an actuator’s operation by breaching the integrity or availability
of the instructions sent to it, the sensor data on which it relies, or its controller’s operation

o Example: an attack that would consistently lower the speed values reported by a car’s
sensors, so as to cause its cruise control system to keep accelerating.

Cybersecurity Research Group 24



Cyber-physical attacks @AUB

AR

* Delayed actuation

o The adversary delays actuation by breaching the integrity or availability of the data and
systems involved. Suppression of warnings can also be included in this category

o Example: denial of service attack to delay measurements on dangerous pressures to be
reported to a gas pipeline’s safety valve controllers

 Prevented actuation

o The adversary blocks actuation altogether by breaching the integrity or availability of the
data and systems involved

o EX-1: Sleep deprivation attack that exhausts the battery of a surveillance robot or a
medical implant until it can no longer function

o EX-2: Malware infection that suppresses the operation of a car window by injecting a
“close” command every time an “open” command is received.

Cybersecurity Research Group 25



Originators = | Malicious User Malicious Cxternal @UB

American University of Beirut
Manufacturer Adversary s
Cause Vulnerabilities =
Issues I Authentication C PS R . k
Lack Of Secure Threats & Lack Of
% I
Communications Vulnerabilities Issues Cryptography
Insecure Default l Lack Of
Features Cyber Risk Authorisation

I
consequences — Consequence

| |
Remote Privilege . Fake Unencrypted
Backdoors Access Device Theft Applications Backup

Cybersecurity Research Group 26



Attackers Profile

(% AUB

American University of Beirut

ARSI

A cyber-physical attack is a security breach in cyberspace that adversely affects
physical space

Nature

Target

External

Internal

Passive

Active

Malicious

Rational

Attack
Scope Impact
+ Low
—| Moderate |
Devices
—»{  Serious |
Servers
Data
Small Scale
Moderate Scale
. Large Scale

Cybersecurity Research Group

Capacity

Detection
/Correction

Detection
/Non-Correction

MNon-Detection
/Non-Correction
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: Risk Evaluation :

+ Security Measures

* Preventive Measures

¢ Detective Measure

* Repressive Measure

* Corrective Logical
Security Measure

Economic value of Digital
Infrastructure

Economic impact of Cyber-
Risk

Economicimpact on CPS

v

|
1 Risk Management :

Identifying Risks
Analysing Risks

Evaluating and Ranking Risks
Planning Risks Response

Monitoring and Reviewing
Risks

* High Impact
* Medium Impact

* Low Impact

F 3

Access Control Challenges
Authentication Challenges

Big Data Challenges

* Quantitative Risk Analysis

* Qualitative Risk Analysis

Data Mining Challenges <
Data Protection Challenges
Data Privacy Challenges

Industry Control Systems
Challenges

Supply Chains Challenges

1866
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AR

CPS Risk
Management
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CPS Security Constraints and Challenges

There constraints that limit secure operations, and solutions must take these * Authentication Challenges
constraints into consideration * Weak Authentication
Practices
Security Constraints * Single/Two Factor
Authentication

m * Lack of Biometric Use
* Big Data Challenges

Hardware Software Network .

Huge Data Amount

* Lack of Real-Time
Processing

Computational and energy Embedded software * Lack of Accountability

constraint constraint Scalability * Lack of Real-Time Data
Protection

* Privacy Breaches
* Trade-Off Issues

* Access Control Challenges
* Single Sign On

Dynamic security patch »| Diversity of devices

Memory constraint

.| Diversity of communication * Abuse of Privileges
medium .
#| Tamper resistant packaging gﬂfget:ﬁrli?ployee

* Access Control Issues

* Supply Chains Challenges

* Real-Time Management
Issues

Dynamic network topology * Traffic Issues
* Scheduling Issues

—1 Multi-Protocol Networking




Research Goals @AUB

American Umversxty of Beirut

Confidentiality . Data Confidentiality — RS

s

Integrity > Data Integrity

s

System Integrity

a

System Auvailability

a

Authentication Source Authentication

L 4

a

31

Cybersecurity Research Group



The secret: is in how to generate secrets!

32



What is Cryptography (www.m-w.com)

cryptography noun
@ Save Word

cryp-togra-phy | \ krip-'ta-gre-fé @\
Definition of cryptography

1 :secretwriting

2 :the enciphering and deciphering of messages in secret code or cipher

also : the computerized encoding and decoding of information

3 : CRYPTANALYSIS

Cybersecurity Research Group
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Security Solutions: A bit more Technical @AUB

IS

Security Solutions

! |
/ Non cryptographic approach \

* Logical Protection:
I * Intrusion Detection /Prevention

l, ‘1' System

Cryptographic approach

* Honeypot
* Firewall

\°Physical Protection /

Cryptographic Algorithms Cryptographic Protocols

Cybersecurity Research Group 34



ARSI NEZA

Cryptographic Solutions (mainly data protection) @:AUB

Encrypt = lock Decrypt = unlock

Key = password

Encryption = Algorithm + Key
Algorithm: Known to all
Key: Secret

Cybersecurity Researc h Group 35



Cryptographic Solutions (mainly data protection)

Plain Text

Symmetric Encryption

Secret
Key

G~

Y

Same Key

A4Sh*L@9.
T6=#/>B#1
R06/J2.>1L

1PRL39P20
_ '

Cipher Text

Secret
Key

Plain Text

Asymmetric Encryption

Public
Key

(Erzes

cipher: secret or disguised way of writing a code

Cybersecurity Research Group

Different Keys

A4Sh*L@9.

_'

Cipher Text

Secret
Key

T6=#/>B#1 .
ecryption

R06/J2.>1L D

1PRL39P20

(% AUB
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IS

Plain Text
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Cryptographic Solutions (mainly data protection) @AUQ

CAABESNER
Cryptographic
Algorithms

[ Symmetric key ] Asymmetric key ] Lln keyed appmach
approach approach
Pseudo True
raniom fuﬁgiidn I;:IS.UI:C} Cipher EP:: " :gﬁ Sl[:I E;Tllre Ful-rlia::r;::‘nn yandom
Generator P Y Generamr

N

[Stream Cipher] [Bluck Cipher]
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Cryptographic Solutions (mainly data protection) &:AUB

ARSI NEZA

Attackers Objectives:
1. Decrypt the message Simpler
2. Recover Key Tougher

Cybersecurity Researc h Group 38



Cryptographic Solutions (mainly data protection) @AUB

CAAIRSNERA
/\ Attackers Objectives:
<] >4

Sender encrypts Receiver decrypts

!
R

* Advanced technologies: attackers can break more codes
* Therefore we need

1. Complex yet efficient encryption algorithms and

2. Key generation and management systems

1. Decrypt the message
2. Recover Key

Cybersecurity Research Group 39



Security Solutions @AUB

American University of Beirut

* Typically, data confidentiality, data integrity, and data origin authentication are
ensured by using symmetric cryptographic algorithms (require r rounds).

* AES for example
* 4 primitives per round
* Multiple rounds

/ . g
7 ! 7 5
; | ‘Add-Round-Key s
K ’ ' ¥ Confusion >
A2 j=1: SubsBytes sub-layer | *
\ i Y —
A \ ! Shift-Rows Diffusion
i \ I v
v Mix-Columns sub-layer
\
¥, \
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Security Solutions @AUB

American University of Beirut

* Traditional solutions might have a negative impact on the CPS system
performance:
o Delay-sensitive and stringent QoS requirements
o Devices with limited battery lifetime and limited computation

B;
; : s
& ' RK; 2
Bi ! = j - R 128 10
,/ 1 ([_AddRound Key 8 le—
Q
K 4 ' = b:yt | Confusion | > 196 12
. ub-Bytes ) 2
AES 1=1:|r T sub-layer 256 14
1 Shift-
AN Sl T o
- Mix-Columns SUin-tayer
\
¥, v
Ci
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Security Solutions @AUB

American University of Beirut

ARSI

* Solution: New lightweight symmetric cryptographic algorithms and protocols that
use dynamic key-dependent cipher structure

* Introduce savings
* Round level
* Number of Rounds

B;
/ S
(72
Bi // 1 (7 Ty (Y] =\ RK] g K
, 1ff \__Add-RoundKey g<—
% / 2 Confusion z
AES j=1: Sub-Bytes sub-layer o€
\ i —
C, \\ : ,Shift‘llfows Diffusion
\ i Mix-Columns sub-layer
\
\
C.

I
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Future Work: Non-Cryptographic Solutions @AUB

IS

* Cryptographic solutions need to be complemented with non-cryptographic
solutions

* The latter leverage Al to enable behavioral analysis of the network
* The research group is currently advancing the research in the following areas
1. IDS/IPS Systems, based on either

o Signature

o Specification

o Anomaly detection

o Security Information and Event Management (SIEM) systems

2. Honeypots and Deception techniques

Cybersecurity Research Group 43
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IDS Classification §AUB

ARSI
IDS classification
IDS Architecture
(Source of data) > IDS locality
| Host-Based | | Network- |

|Distrihuted| | Centralize | _

l IDS Reaction-Response |1

Decision Methods

[ Pdsbive | |_Autonomous |
h 4
IDS Detection Methods
Signature detection or
Misuses detection Specification protocol
4 Analysis
Anomaly detection
Self-learning Programmed
Time Series Machine Learning Threshold Simple rule based Statistical model

44




Honeypot Classification

“a decoy system set up with deliberate weaknesses and a high
profile to attract attacks for the purpose of analysis”

Purpose

Classification

Research

Production

(% AUB

American University of Beirut

Interaction

Honeypot
Implementation
Server
Physical
Honeypot
Client . :
* Virtual
Honeypot

Cybersecurity Research Group

High

Moderate

Low
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Maintaining Security Services: new lightweight
cryptographic solutions to secure Cyber-Physical

systems and IoCPT in real-time operations with
minimum computational complexity.

Confidentiality: a new class of lightweight block or
stream cipher algorithms to secure CPS resource-
constrained real-time communications.

LESSO ns Protecting Digital Evidences: to overcome eliminating

I ea rn ed sources of evidence that trace back to the attack source,
such as the case of Shamoon, Duqu, Flame and Stuxnet
malware types.

Enforcing Compliance: respecting users' privacy by

ensuring data access regulatory compliance,
especially when stored by utility providers




Suggestions & Recommendations

(% AUB

American University of Beirut

Prevention Layer

* User/Device Authentication:

* Mult-factor Authentication

* Physical Protection

* Strong and Variable Password
* Source Authentication and Message Integrity
* Access Control

Authentication Sub-layer

* Patients Privacy
* Anonymity (Pseudonymity)

Privacy Sub-layer  Proxies VPN

* Preserving Privacy at Cloud (Differential Privacy, Secret Sharing, Homomorphic Encryption)

Data Confidentiality Sub-layer | * Encryption Algorithm

Defensive Layer

» Intrusion Detection Systems (Anti-malware)
« S5IEM

* Honeypots

* Data System Integrity

Detection Sub-layer

* Intrusion Prevention Systems

* Firewalls

* Data Backup

» Alternative Devices and Configuration

Correction Sub-layer
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Cybersecurity and Al

1. Al for Network Resilience

2. loT Device Identification

3. Abnormal Traffic Detection

4. Guarding against Traffic Analysis

50



1. Al for Network Resilience: Motivation

* There is no security without verifying network consistency

Al helps guarantee

Al helps :

enfo,-lcae security measures

securit don’t affect proper
’ functionality

Resilience

Cybersecurity Research Group 51



Proposed Architecture

 Solution: we propose a Neural Network overlay on top of Software Defined
Networks (SDN)

Distributed Extraction + Distributed Processing + Centralized Management

* Key Contributions:
o Edge Feature extraction
o Al based overlay network over the data plane
o Distributed processing over different nodes
o Decision making at the data plane level
o SDN Controller optimizes and monitors the distribution process

Cybersecurity Research Group
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SDN: Security Results

Anomaly Attack Attack
Anomaly Detection Detection Identification

(Balanced Data) (Unbalanced JCIE I (Unbalanced
(Balanced Data)
Data) Data)

Technique

Random Forest 99.2% 99.3% 98.3% 99.61%
SVM 96.74% 96.93% 90.64% 93.6%
94.5% 96.4% 90.19% 90.5%
- 95.76% 96.4% 89.5% 90.89%
97.5% 97.0% 94.3% 92.73%
- 98.7% 98.6% 77.2% 75.8%
96.11% 96.13% 95.03% 93.67%

Cybersecurity Research Group
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SDN: Consistency Results

Accuracy Precision Recall

ConvNet 96% 96% 93%

RNN 96% 83.4% 78.3%

DNN 95.5% 93% 81.6%

Cybersecurity Research Group

F1-score

90%

78.5%

77.5%
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Flashback: CPS challenges

Security Constraints

_— |

Hardware Software Network With IoT and 1oCPS:

Rely on Al to classify malicious traffic
for the variety of devices onboard

»| Computational and energy Embedded software
constraint constraint

Scalability

Memory constraint Diversity of devices

»| Dynamic security patch

| Diversity of communication
medium

-

Tamper resistant packaging

—-l Multi-Protocol Networking

»| Dynamic network topology

Cyber Security Research Group



2. Al for loT Traffic Classification (loT Device Identification)
Model— Accuracy

Subsets of Features Accuracy Results with Random Forest

100
) IIIII IIIII IIIII IIIII IIIII IIIII IIIII
0

EXFI EXP2 EXP3 EXF4 EXP3 EXFP& EXPT
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Al for loT Traffic Classification
Random Forest - Accuracy

RF
DT

RENN
ConvNet

ResNet

Accuracy Precision Recall Fl-score

09.93% 0.999
90.85% 0.9977

90.77% 0.9965
00.78% 0.9971

0.9978 0.997

Cybersecurity Research Group

0.999
0.9977

0.9966
0.9952

0.9965

(. 9985
0.9977

0.9965
0.9966

0.9967
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DT
RNN

ConvNet

ResNet

97.14%
96.28%
95.35%

95.16%
QL.77%

Cybersecurity Research Group

Precision

(.8551
0.5299
0.7925

0.7872
0.7777

3. Al for loT Traffic Classification
Normal vs Attack Traffic - Accuracy

0.8628
0.8034
0.9459
0.9394
0.9533

0.5601
0.8157
0.8469

0.8410
0.8363
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This covered few of the interesting topics the group is tackling
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* New lightweight symmetric cryptographic algorithms and protocols that use dynamic key-dependent cipher structu%ﬁdx&&k”w
o Achieving required cryptographic performance with reduced latency and resources
o Efficiency, flexibility and robustness make the proposed solutions good candidates loT systems

* Noura, H.N., Salman, O., Chehab, A. and Couturier, R., “Preserving data security in distributed fog computing”. Ad Hoc Networks, 94, 2019.
* Noura, H.N., Salman, O., Chehab, A. and Couturier, R., “ DistLog: A Distributed Logging Scheme for loT Forensics”. Ad Hoc Networks, 2019.

. Meékij g"zlc\)l%m' H.N. and Chehab, A., 2019. Lightweight multi-factor mutual authentication protocol for loT devices. International Journal of Information Security,
pp.1-16, .

*  Noura, H.N., Chehab, A. and Couturier, R., “Efficient & secure cipher scheme with dynamic key-dependent mode of operation”. Signal Processing: Image
Communication, 78, 2019.

*  Noura, H.N., Melki, R., Chehab, A. and Mansour, M.M., “A Physical Encryption Scheme for Low-Power Wireless M2M Devices: a Dynamic Key Approach”. Mobile
Networks and Applications, 24(2), pp.447-463, 2019.

* Noura, H.N., Chehab, A., Sleem, L., Noura, M., Couturier, R. and Mansour, M.M. One round cipher algorithm for multimedia IoT devices. Multimedia tools and
applications, 77(14), pp.18383-18413, 2018.

*  Yaacoub, J.PA., Noura, M., Noura, H.N., Salman, O., Yaacoub, E., Couturier, R. and Chehab, A.,. Securing internet of medical things systems: Limitations, issues and
recommendations. Future Generation Computer Systems, 2019.

* Physical Unclonable functions and ID-based key distribution framework for smart grid security

. geferiag, ‘c/i' Kanj, R., Chehab, A. and Kayssi, A., 2017. Identity Based Key Distribution Framework for Link Layer Security of AMI Networks. IEEE Transactions on
mart Grid.

e Seferian, V., Kanj, R., Chehab, A. and Kayssi, A., 2014, November. PUF and ID-based key distribution security framework for advanced metering infrastructures.
In Smart grid communications (smartgridcomm), 2014 IEEE international conference on (pp. 933-938). IEEE.

* Al for reliability, modeling and statistical analysis of systems designs

* Shaer, Lama, R. Kanj, A. Chehab, R. Joshi "Regularized logistic regression for fast importance sampling based SRAM yield analysis." Quality Electronic Design
(ISQED), 2017 18th International Symposium on. IEEE, 2017.

* Shaer, L., Kanj, R., & Joshi, R. (2019, May). Data Imbalance Handling Approaches for Accurate Statistical Modeling and Yield Analysis of Memory Designs. In 2019
IEEE International Symposium on Circuits and Systems (ISCAS) (pp. 1-5). IEEE.

* Kanj, R., Joshi, R., & Nassif, S. (2006, July). Mixture importance sampling and its application to the analysis of SRAM designs in the presence of rare failure events.
In 2006 43rd ACM/IEEE Design Automation Conference (pp. 69-72). IEEE.
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Conclusions

* CPS part of 4" industrial revolution
* Privacy and Security key functional requirements

e Lightweight cryptography and non-cryptographic defensive/preventive
measures are needed

* Al plays key role in cybersecurity of CPS
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